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Myth, Plausible, or Busted? 
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You can test these controls, with a 
little help from your friends (IT 

Administrators) 
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Application Control Test 

IT General 
Controls 
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 Potential For Significant Problems Exists 
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Someone reports 
a problem or 
requests an 
improvement 

Requested 
change is 

evaluated and 
approved for 
development 

Change is 
developed in a 
non-production 

environment 

Change is tested 
in a non-

production 
environment 

Completed 
change is 

evaluated and 
approved (by 

requestor) 

Change is moved 
into production 

Post-production 
testing is 

performed 

It’s a people-driven process 
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These two are usually the same 
process 
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User access / 
modification 

request is made 

Request is 
evaluated and 

approved by the 
user’s manager 

IT Administrator 
sets-up access 

User is notified of 
username and 

password  

They are people-driven processes 

New / Modifications: 

HR provides list 
of terminated 

users 

List is distributed 
to various IT 

Administrators 

IT Administrator 
removes access 

Removing: 
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New Users / Modifications Removals 
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Myth, Plausible, or Real? 
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These processes are people-driven and 
non-technical. You can test them. 
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